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FreeRTOS—Open source real time kernel
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FreeRTOS Kernel

User (application) code

Vendor supplied libraries

Hardware

FreeRTOS

kernel

Third Party Libraries
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Use cases



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

2018

gvsbuild

cbmc

g
o
 l
a

n
g

apache joshua

apache mxnet

wing

a
ir

fl
o

w

mqtt

lantram

tupl

m
o

s
e

s

s3_file

e
la

s
ti
c
s
e
a
rc

h

x
e

n

n
e
tt
y

b
e

a
n

s
ta

lk
e
r

re
a

c
t 
d

a
te

ra
n

g
e

p
ic

k
e

r

p
ig

re
d

is

lin
u
x

k
e
rn

e
l

apache hive

hue

docker

apache bigtop

libgxps

a
p

a
c
h

e
 s

p
a

rk

apache oozie

libsoup

joshua decoder presto

apache hbase

exoplayer

g
p
yo

p
t

glib

g
o
-d

o
c
k
e
rc

lie
n
t

apache phoenix

b
o

to
fl
o

w

c
lo

u
d
-i
n
it

rdoc

glib-networking

g
rp

c
-g

o

chromium vim

re
d

 h
a

t

rails

scikit-fuzzy

fast align

lo
g

s
ta

s
h

-i
n
p

u
t-

u
d

p

pygresql

eclipse paho

apache zeppelin

qemu

c
o
n
ta

in
e
rd

cnn

catwatch

ios-webkit-debug-proxy

celery dynamodb backend

rosette

yarn boto 3

a
w

s
io

t
d
e
v
k
it

h
a
n
a

mariadb-connector-j

a
p
p
iu

m
a
d
b

g
o
o
g
le

 g
u
a
v
a

elastalert

ja
c
k
s
o
n

d
a
ta

b
in

d

esp-open-rtos

kenlm

d
o
v
e
c
o
t

h
a
p
ro

x
y

g
o
a

ts
u
n
g

mshadow

u
m

l-
u
ti
lit

ie
s

a
p
p
iu

m
-c

h
ro

m
e
d
ri
v
e
r

g
it
h
u
b
-p

lu
g
in

pyzmq

statsd backend

lo
m

b
o
k

c
a
p
y
b
a
ra

a
p
a
c
h
e
 t

o
m

c
a
t

gerrit-check

mysql workbench

dynamic-object

a
n
g
u
la

r 
to

o
lt
ip

s

apache commons lang

appium-gulp-plugin

ruby-simple-queue

g
o
-s

ta
ts

d
-c

lie
n
t

ld
n
s

sentry

fa
c
e
b
o
o
k

w
e
b
d
ri
v
e
r

a
g
e
n
t

lit
tl
e
 p

ro
x
y

bixie

troposphere

g
it
-b

ig
s
to

re

fop

d
ja

n
g
o
-d

e
b
u
g

-t
o
o
lb

a
r

b
a
n
d
it

e
le

p
h
a
s

akka

grpc

p
a
rq

u
e
t-

m
r

rspec-retry

glisten

w
o
rd

p
re

s
s

fi
le

q
u
e
u
e

oci-fetch

zipper

p
k
g

e
rr

o
rs

jc
o
m

m
a
n
d
e
r

aws-scala

c
m

is
_
5

java

d
p
d
k

re
b
o
u
n
c
e
r

parquet-python

libfuse

a
p
p
iu

m
re

m
o
te

 d
e
b
u
g
g
e
r

le
v
e
ld

b

mvel

w
e
b
d
ri

v
e
ra

g
e
n
t

yield-java

immutables.org

cocoapods

assertj-core

a
p
p
iu

m
-d

o
t-

e
x
e

s
a
fe

-e
v
a
l

xcpretty

ews java api

s
tr

e
e
t 

a
d
d
re

s
s

w
y
c
h
e
p
ro

o
f

mqtt js

a
p
p
iu

m

fa
b
ri
c

scapy

re
a
c
t-

h
o
t-

lo
a
d

e
r

sys-proctable

h
tt
p
c
o
m

p
o
n
e
n
ts

h
tt
p
c
lie

n
t

a
p
a
c
h
e
 p

ig

sync

word segmentation

treeextra

ultipart-parser

tez

wired tiger

cmock

go-winio

apache commons dbutils

gradle

d
tc

o
re

te
x
t

lib
a
rc

h
iv

e

p5-protocol-http2

react-native

a
p
a
c
h
e
 a

n
t

open fire

appium-android-bootstrap

iputils

gulp-typescript

dynamodb-milkhatx

k
in

e
s
a
lit

e

yubico

apache commons io

presto hadoop apache 2

ansible

nginx

c
h

ro
m

iu
m

openfire

nodejs

linux (arch)

ja
n

u
s

g
ra

p
h

w
in

g

wingtk

open mpi

repolinter

deep visualization toolbox

kubernetes

fl
in

k

ta
c
a

c
s

p
lu

s

g
lib

-o
p

e
n

s
s
l

sparklingml

o
p

e
n

jd
k

tercom

react-draft-wysiwyg

incubator mxnet

mxnet notebooks

lib
m

o
o

n

g
p

y

moby

oss-attribution-generator

licensee

glib

seabios

o
m

p
i

li
n

u
x

(x
e

n
 d

ri
v
e

rs
)

linux (kvm)

postgresql

tslint-eslint-rules

c
n

i

dmlc

c
o

n
ta

in
e

rn
e

tw
o

rk
in

g

gbm

ja
c
k
s
o
n

-d
a
ta

fo
rm

a
ts

-b
in

a
ry

ti
n

y
x
m

l1
2

p
e
e
w

e
e

netlink

d
e

fi
n

it
e

ly
 t
y
p

e
d

phoenix

p
y
n
a
m

o
d
b

jgi

t

rgp

gpyopt

tabular

s
m

a
c
k

s
q
o
o
p

firefox

postcss-extract-animations

ir
a
te

ir
a
te

astrum 

gatsby

cerebro

mithriljs

keras

geckodriver

wireshark

cmake

g
tk

+

ts
lin

t

b
e

h
a

v
e

b
ro a
p
p
iu

m
-u

ia
u
to

m
a
to

r2
-s

e
rv

e
r

linux xfs

n
g
in

x

p
a
ra

m
z

pydeepgp

rust

e
m

ru
n

h
yp

o
th

e
s
is

-p
y
th

o
n

linux (pm)

intellij-community

xenbits

apache (http server)

typescript-json-schema

mysql

389ds

conda-build

spring framework

yarn

g
it
 l
fs

g
s
e
tt

in
g
s
-t

e
s
t

g
it
-l
fs

ex_aws

web socket sharp

conda

lib
lo

u
is eslint

bencode-go

emscripten

re
a
c
t-

n
a
ti
v
e
-s

w
ip

e
o
u

t

k
a
p
p
a

a
p
a
c
h
e
 h

a
d
o
o
p

ya
rn

macports

p
a
rs

im
o
n
io

u
s

coreos

ublockorigin

vowpal wabbit

airlift

wycheproof

s2n

linux (blkfront)

kotlin

homebrew

linux (fbdev)

pyaad

lib
k
v

c
u
ra

to
r

lib
c

a
llu

re

ts-test

slight.alexa

lombok

linux-pci

im
m

u
ta

b
le

a
s
s
ig

n

apache lucene

react-int

d
yn

a
m

ic
-o

b
je

c
t

jscolor

c
h
a
rt

.j
s

ri
g
o
r

lin
u
x

(n
v
m

e
)

s3fs

apache beam
a
a
lt
o
-x

m
l

deniswernert/udev

k
o
ji

ntpsec

lm
d
b
ja

v
a

apache hadoop

react-spinkit
reduxb

in

w
e
b
h
o
o
k
s

corenlp

papaparse

counterfeiter

g
o
-b

tr
fs

jruby

cairo

sequel 
pidgin

sockeye

rollbar

typescript-fsa

alks-cli

g
u
c
u
m

b
e
r

libjson

autovpn

json11

m
o
to

r509-ocsp-responder

b
a
m

 b
a
m

b
o
o
g
ie

m
a
n

pkcs7pad
flask-sqlalchemy

c
a
li
fo

rn
iu

m

multi-module-mave

te
n

s
o

rb
o

a
rd

fo
rt

u
n

e
 s

e
rv

e
r 

li
n

u
x-

n
vm

e
-c

li

s
e

c
u

ri
ty

 m
o

n
k
e

y

functional-streams-for-scalaspark-redshift

p
la

n
tu

m
l-

s
y
n

ta
x

multi-module-maven-release-plugin

ndbench

openjml

tinycorelinux

xen (devel)

nnvm

tvm

llvm

libuavcan

gdk-pixbufgraphql-go

cynical

authenticator

protobuf

scipy

apache activemq

tacacs_plus
graphql-java

clearlydefined

cryptography

sparkmagic

packer

u
b

u
n

tu

xen devellibfabric

jupyter notebook

go-git

arrow

jest

te
le

p
o

rt

c
o
n
v
o
lu

ti
o
n
a
l-
p
o
s
e
-m

a
c
h
in

e
s
-t

e
n
s
o
rf

lo
w

ir
q
b
a
la

n
c
e

focus-android

miniredis

jdk

spack

a
p
a
c
h
e
 i
n
c
u
b
a
to

r 
a
ir

fl
o
w

n
im

b
u
s
-j

o
s
e
-j

w
t

packr

mosquito

apache jena

rusqlite

webkit

kcov

jawk

ffmpeg

cargo-kcov

q
u
ic

k
ty

p
e

s
w

a
g
g
e
r 

c
o
d
e
g
e
n

bundler

li
n
u
x
-f

s
d
e
v
e
l

apache httpcomponents core

recrud

netty reactive streams

txthings

g
o
le

v
e
ld

b

s
e
u
n
je

o
n

jose

p
y
s
n
m

p

retool

o
p
e
n
 q

u
a
n
tu

m
 s

a
fe

a
m

p
h

tm
l

liboqs

oauth2

k
o

tl
in

p
o

e
t

kuromoji

diaporama

b
a

d
s
s
l.
c
o

m

xcode-install

u
n

ic
o

d
e

c
ld

r

kpatch graal

foolbox

apache commons-compress

goics

linux kexec

glide jedis apache solr istioselenium

notebook

pyinvestigate

hypothesis

ls
p

-i
n

te
ll
ij-

s
p

a
c
e

m
a

c
s

boringssl

cyrus-sasl

openssl

jepsen

jetty.project

FreeRTOS

2017

2016



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

IoT

Fleet onboarding, 
management and 

SW updates

Fleet 
audit and 
protection

IoT data 
analytics and 
intelligence

Cloud

Storage & Compute

Intelligence

Insights & Logic →
Action

Secure device 
connectivity

and messaging 
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Functionality

Not internet connected
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FreeRTOS Kernel

User (application) code

Vendor supplied libraries

Hardware
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Functionality

Not internet connected
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Functionality

Communications Stack

Secure Storage

Security Stack

Bootloader

Over the Air Update (OTA)

Internet connected
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Functionality

Comms 
Stack

Security Stack

Key 
Management

OTA

Bootloader

CPU cycles
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Application view with individual libraries

User (application) code

TLS

Key 

manage-

ment

MQTT

TCP/IP

Secure 

storage

Vendor supplied libraries

Hardware

Wi-Fi

Provisioning OTA
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Introducing a library that implements multithreading

ISR

ISR

ISR

ISR

Application Design Goals:

• Meet real time requirements!

• Maximize responsiveness

• Use as little CPU/Power as possible

• Maximize maintainability

• Maximize portability (hardware change)

• Simplicity!

• Fast to market

• Meet requirements with minimum expenditure
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Application view with individual libraries

User (application) code

TLS

Key 

manage-

ment

MQTT

TCP/IP

Secure 

storage

Vendor supplied libraries

Hardware

Wi-Fi

Provisioning OTA
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Application view with Amazon libraries

User (application) code

Vendor supplied libraries

Hardware

FreeRTOS

kernel

MQTT agent OTA agentGreengrass discovery

Amazon FreeRTOS libraries
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Simplified user experience
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Evolving use cases, wider applicability

Amazon

Cognito

AWS IoT

MQTT/HTTP/Websocket

Android/iOS SDKs

MQTT over Bluetooth 

Low Energy

Android/iOS SDKs

Wi-Fi provisioning over 

Bluetooth Low Energy

MCU

MCU

MCU

MCU
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Use cases – common starting point

User (application) code

TCP/IP

Vendor supplied libraries

Hardware

FreeRTOS

kernel
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Use cases – basic (often TCP/IP is offloaded)

User (application) code

TCP/IP

MQTT

Vendor supplied libraries

Hardware

FreeRTOS

kernel
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Use cases – all in Wi-Fi

User (application) code

TLS

Key 

manage-

ment

TCP/IP

MQTT

Secure 

storage

Vendor supplied libraries

Hardware

Wi-Fi

Provisioning OTA

FreeRTOS

kernel
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Use cases – all in Bluetooth Low Energy

User (application) code

TLS

Key 

manage-

ment

TCP/IP

MQTT

Secure 

storage

Vendor supplied libraries

Hardware

Bluetooth LE

Provisioning OTA

FreeRTOS

kernel



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Evolving software architecture

• Decoupled, stand alone libraries

• Transport agnostic

• Multiple transports in a single application

• Working to making porting layers thiner

• Add to pre-existing projects

• Add to auto-generated prjects
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Flexible user experience



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Abstracted flexible user experience
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Open source kernel

• FreeRTOS

• Security & connectivity

Pre-configured 

examples for 

approximately 40 

architectures and 

20 tool chains -

not all open 

source.
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Open source kernel, tools

• FreeRTOS

• Security & connectivity

• Eclipse based

• GCC

• LLVM



© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Open source kernel, tools, emulators

• FreeRTOS

• Security & connectivity

• Eclipse based

• GCC

• LLVM

• Renode

• QEMU
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Open source kernel, tools, emulators, ISA & hardware

• FreeRTOS

• Security & connectivity

• Eclipse based

• GCC

• LLVM

• Renode

• QEMU

• RISC-V

• PULP RI5KY
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Thank You!
Download,  share and support

opensource.amazon.com/enterprise-oss-book

@AWSOpen | opensource.amazon.com  | aws.github.io
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